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E-VoGng	System	

RegistraGon	 AuthenGcaGon	 VoGng	 Tallying	

Anonymity	 Verifiability	 Security	

Components of an e-vo-ng system




hKps://www.scytl.com/en/customers	

Where‘s e-vo-ng present?




Why cybervo-ng


+	Comfortable	to	use	
+	Accessible	
+	Might	aKract	young	voters	
+	CiGzens	living	abroad	
+	Less	invalid	votes	

	
-	Security	risks	on	scale	
-	Very	expensive	to	maintain	
-	System	must	be	trusted	by	
users	
-	Hard	to	verify	



„Open Code“


?



General details


250‘000	LOC	

5	Components	

300	External	Dependencies	

55MB	





To build or not to build




Documenta-on




Incomplete (Security) Audits




PIT	Scope	



SDM Command Injec-on




CraLed X-Forwarded-For HTTP Header Injec-on




Discussion points


•  „Should	criGcal	code	be	made	public	or	stay	private?“	
	
•  „Is	an	unexploitable	vulnerability	sGll	a	vulnerability?“	
	
•  „How	secure	is	secure	enough	for	criGcal	systems?“	


