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Who am I
● Italian, based in Berlin.

● Head of Security Lab at Amnesty International, since 2016.

● Advisor, formerly a Senior Research Fellow at Citizen Lab.

● Started working in information security ~10 years ago.

● Been researching digital threats to civil society for the last ~7 

years.

● Founder Security Without Borders, Cuckoo Sandbox, Viper 

Framework and Malwr.com.



Amnesty Tech work on Digital Security

● We work with external Human Rights Defenders (HRDs).

● We have technologists distributed across our regional offices.
○ Berlin, Dakar, Nairobi, Tunis, Beirut.

● We do threat research, digital security advisory and mentorship, we build tools and 

services, we respond to incidents, etc.



The problem

Technology has become an integral part of modern society, including civil society. Human 

Rights Defenders make use of Internet and social media platforms to amplify much of 

their work today.

At the same time, technology has also become a powerful tool for repression. HRDs are 

increasingly targets of digital surveillance and other online threats, for the purpose of 

infiltration, monitoring and intimidation.



Agenda

● The threats

● The challenges

● The opportunities



Threats



https://www.amnesty.org/en/documents/asa33/8366/2018/en/























Highly sophisticated

Commercial-grade malware

Homegrown or 
off-the-shelf RATs

Phishing



Online harassment, deanonymization, 
intimidation, disinformation, DDoS, 

censorship, Internet shutdowns, etc.



Phishing is going strong

● Phishing is the most common threat.

● We see single targeted phishing campaigns going after individuals in the hundreds 

or thousands.



https://medium.com/amnesty-insights/operation-kingphish-unc
overing-a-campaign-of-cyber-attacks-against-civil-society-in-qata
r-and-aa40c9e08852



https://www.amnesty.org/en/latest/research/2018/12/whe
n-best-practice-is-not-good-enough/



https://www.amnesty.org/en/latest/research/2019/03/phishing-
attacks-using-third-party-applications-against-egyptian-civil-soc
iety-organizations/



https://www.amnesty.org/en/latest/research/2019/08/evolving-phishing-attacks-targeting-journalists-and-hu
man-rights-defenders-from-the-middle-east-and-north-africa/



Shift in Phishing tactics

● There’s a shift in phishing tactics...

● 2FA phishing becoming mainstream.

● OAuth phishing seeing a comeback.

● We are also starting to see reverse proxies getting adopted…
● U2F adoption is low - we are at an inflection point attackers are taking advantage of.



What about malware?

● Windows malware less predominant than 5-6 years ago. Mostly PowerShell, 

VBScript and commercial-grade penetration testing tools.

● Android malware on the rise, especially in certain areas.

● Generally a big gap of sophistication.



https://www.amnesty.org/en/latest/research/2018/08/amn
esty-international-among-targets-of-nso-powered-campai
gn/





What’s coming next?

● I do believe things are getting better.

● Compared to when I started, successful infection of devices is a lot harder.

● Advancements in software and hardware security (especially on mobile) will make it 

increasingly harder in the future.

● However, attackers don’t stop: they adapt. They will pivot to different strategies 

and tactics, and find new entry points.

● Civil society’s adversaries do not operate in the digital realm only.



but...



https://securitywithoutborders.org/
resources/targeted-surveillance-rep
orts.html



Reports by Country

github.com/botherder/targetedthreats



Reports by Year

github.com/botherder/targetedthreats



Challenges



Imbalance

Access to 
technology and 
security 
solutions

Threats faced

Civil society tends to be 
at the margins of 
conversations on 
cybersecurity.



Consumer vs. Enterprise

● Human rights defenders, journalists, dissidents, are normally equipped with 

consumer-grade technology.

● However, they face enterprise-grade threats.
○ Often, at a higher cost.

● They suffer from inadequate “default configurations”, and security features only 

available to corporate customers.



Some seem arbitrary 

● Macros?

● PowerShell

● VBScript

● DDE links

● LNK launchers

● Embedding OLE objects

Sometimes the mitigations 
are Security Warnings that 
imply some understanding of 
the system’s security 
features.



Some are more tricky

● Device Encryption vs. BitLocker

● Security hardening vs. inspectability of mobile devices.



“Basic” problems “solved” in the 

corporate space, are largely 

unresolved in civil society.



In civil society it is hard to 
devise a unified security 
model, even among groups or 
organisations.



Lack of control

● Different devices.

● Different platforms.

● Different services.

● Different networks.

● BYO*.



Lack of control

● Geographical distribution.

● Sometimes different laws (encryption?) and access to services (censorship or 

sanctions).



Lack of control

● Sometimes a shared email solution (e.g. GSuite).

● Often HRDs work under separate identities or using personal accounts.
○ e.g.: in some countries, having explicit contact with some NGOs can be problematic.



Human Rights Defenders have to be 
their own IT, SOC and Incident 
Response.

The burden to do everything right is so 
heavy, that eventually things will go 
horribly wrong.



Lack of resources

● Obviously, civil society does not have large resources.

● Often the few resources are badly spent.
○ Security culture and literature is very “Western”. Recommendations are not always relevant.

● Procuring technology can be difficult.
○ e.g. 700€ for an iPhone.

○ e.g. U2F tokens.





Importance of detection

● Consumer security products generally focus on blind protection.

● Contextualized detection is extremely important. 
○ e.g. an Antivirus blocks a malicious execution.

○ e.g. Gmail identifies an email as malicious and hides it in spam.

○ e.g. a phishing attack fails because of U2F.



Blocking an attack is important, but 

knowing of targeting helps with risk 

calculation.

Hacking attempts might be a sign that it is 

time to leave, or not return home.



Opportunities



Canaries in the coalmine

Threat actors targeting corporates and governments are often the same actors targeting 

civil society. We observed domestic targeting anticipate the same tools & tactics later 

used against foreign states and corporates.



This cuts both ways

We need to do more and better!

If you work at a service provider, 
you almost surely have some 
at-risk individuals!



Creative security

● Because so much is missing, a lot can be done.

● Doing security in this area, means starting from the basics and think differently.
○ Talking to strangers and clicking on links is part of their work.

○ Different ecosystem than enterprise.

● Opportunity to be creative:
○ What could mitigations to phishing look like?

○ What could inspection and verification of infection look like?

○ How can we simplify triaging?

○ What services could be beneficial and how do we adapt them?



Getting involved?

● It’s not easy and there is no recipe.

● Speak to folks working in the sector.

● Contribute to existing projects and initiatives.

● Civil society organizations (even the big ones) desperately need talented security 

engineers. It can be a very frustrating, but humbling and gratifying job.

● Donate a bunch of U2F keys to your favorite organizations! ;)



Thank you!

Contacts
● Work email: nex@amnesty.org

● PGP: nex@nex.sx (0521 6F3B 8684 8A30 3C2F E37D D166 F166 7359 D880)

● Newsletter: https://nex.sx/newsletter/

● Twitter (write-only): @botherder

https://nex.sx/newsletter/

