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5G Deployment Types
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5G Networks – Future in 2030? 

National Critical Infrastructure!

100 Mbps
5 Gbps

Image Sources: Internet 

Vehicle to drive digitalization phase & realize a gigabit networked-society!



Let’s look into 5G Architecture & Security
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Architecture in General
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Note: picture provides an abstract view only  
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Evolution in 5G Architecture
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5G Security Issues
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Increased Attack Surface
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Bidding down attacks

Denial of service

Tracking / Interception

Base station/networkDevices

Smart == dumb / slave !

Legacy Network Support

Ultra Low Latency



Increased Attack Surface
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History of incidents – Greek Wiretapping Scandal
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Source: The Intercept



History of incidents – Configurational/Operational mistakes
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Source: nntb.no



History of incidents – SNOWDEN NSA Briefcase
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Source: The HackerNews

OTA, master key Ki, …

Now eSIM !!



Security challenges..

ü 5G as an emerging signal intelligence platform for collecting and 
processing telemetry data à surveillance from cyber enemies  
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Security challenges..

ü Denial of Service / Distributed Denial of Service attack protection
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5 Gbps

Average wired broadband speed

Source: Fastmetrics

Bandwidth per device

21 billion by 2020

Botnet?



5G Security challenges & discoveries..

ü Data privacy issues (vulnerabilities in the 5G access network)
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IMSI catcher in 5G?
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• Existing IMSI catchers will no longer be effective as encrypted 
IMSI

• Can we identify devices and relates to the end-users?

• Can we exploit AKA protocol vulnerabilities to track users?

Locating & Tracking only!



Locating, Tracking & Monitoring by AKA protocol issues
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AKA Protocol



5G AKA Attack

AUTN = C, MAC



Demo (IMSI catcher in 5G)
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Summary and Looking forward

• 5G path towards digital & gigabit society 

• Stronger security than 4G but 

new features ==increase in attack surface

support to the legacy systems == attack inheritance? 

• Need of risk assessment and management tools

• Best security practices while using 5G 

• New security solutions tailored towards protecting the infrastructure 
telemetry data
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