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Golden mistake

How can you tell if the golden ticket is fake? 
Alexander Rodchenko

Senior SOC Analyst at 

Security Research 

Group

@Gam4enko

https://twitter.com/Gam4enko
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Highlight parts

• Problem definition and some technical info

• How adversaries craft and use GT. 

• How a user session looks when using GT

• Denoting the logical errors of the attackers 

when generating GT 

Agenda 
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What are the key points to pay attention to



5Kerberos Authentication Flow



6Kerberos Authentication Flow (Try to run cmd via PsExec)



7Kerberos Authentication Flow (Try to run cmd via PsExec)



8Kerberos Authentication Flow (GT)



9Kerberos Authentication Flow

Arrow 3 



10Kerberos Authentication Flow

Arrow 3 



11Kerberos Authentication Flow

Arrow 4 



12Kerberos Authentication Flow

Arrow 4 



I had originally planned to conduct a 90-minute 

training session, but due to time constraints, I'll be 

showing you some screenshots and highlighting key 

points instead.



14Lab setup

AD (Kerberos)

Ad-gam.gam.klick
Winsows (SMB + SCM)

sharepoint.gam.klick

Victim

WIN-2012.gam.klick

Mimikatz + psexec

Attacker

On attacker:

User Monica_Spears

SID S-1-5-21-511818909-1338016983-424820340-

1791

192.168.222.4 

192.168.233.131

On victim

192.168.233.132

192.168.222.7

AD

192.168.233.128

192.168.222.1

Lab was populated by BadBlood

https://github.com/davidprowe/BadBlood



15Kerberos Authentication Flow (access denied)



16Kerberos Authentication Flow (access denied)



17Kerberos Authentication Flow (forge GT)



18Kerberos Authentication Flow (access granted) 



19Kerberos Authentication Flow (differences between forged and normal ticket)



20Kerberos Authentication Flow



21Kerberos Authentication Flow (create process remotely)



22Kerberos Authentication Flow (on victim)

We already see that token group SIDs – while generation GT and in PAC in Wireshark



23Kerberos Authentication Flow (real Domain Administrator Logon)



We try to explain that mistakes



25Username SID mismatch



26Account disabled



27User SIDs on token Groups

Also should check SIDHistory property



28SIDs on token Groups doesn’t match real user membership



29SIDs on token Groups doesn’t match real user membership



30Typical logical adversaries errors

And as the result 

1. Lookup mismatches

• Unknown/unexsistent SIDs and users

2. Sessions was started on Locked accounts

3. User SIDs on token groups

4. Membership mismatches



31Errors. Errors evrywhere

https://bond-

o.medium.com/golden-ticket-

attack-ea89553cf9c0

https://pentestlab.blog/2018/

04/09/golden-ticket/

https://www.ired.team/offensive-

security-experiments/active-directory-

kerberos-abuse/kerberos-golden-

tickets

I didn’t see any correct instruction



32I make PoC to find that 

anomalies

You can reuse it, improve

It is just a PoC



Q

Are we, as a 

cybersecurity 

community, really 

interested in having 

these checks done, but 

on honey targets?

3333



3434Just a Kerberos page from Wiki



Thank you! 

Rodchenko Aleksandr Senior SOC Analyst @Gam4enko


